
How to surf the Net without getting PWND!



·Thanks to everyone that put this conference together!

·Thanks to all of you for taking the time to attend.

·No matter how technical something is, it always boils 
down to people in one way or another.
·Users, administrators, decision-makers, etc.

·)Æ ÎÏÔÈÉÎÇ ÅÌÓÅȟ ,ÁÙÅÒÓ Ȱ%ÉÇÈÔ ÁÎÄ .ÉÎÅȱ ÏÆ ÔÈÅ /3) -ÏÄÅÌ

·Politics & Funding J

·0ÅÏÐÌÅȟ ÐÒÏÃÅÓÓ ÁÎÄ ÔÅÃÈÎÏÌÏÇÙȣÁÌÌ ×ÏÒËÉÎÇ 
ÔÏÇÅÔÈÅÒȣÏÖÅÒ ÔÉÍÅ ÉÓ ×ÈÁÔ ÍÁËÅÓ ÔÈÅ ÄÉÆÆÅÒÅÎÃÅȢ
·You are the people that are making it happen!
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- A perpetually curious kid who at 10, got a Commodore 64 and a modem 
ɉÂÅÆÏÒÅ ÔÈÅ )ÎÔÅÒÎÅÔȦɊ .Ï× )ȭÍ ÊÕÓÔ Á ÂÉÇÇÅÒ ËÉÄ ×ÉÔÈ Á ÍÏÒÔÇÁÇÅȣ

- )ȭÖÅ ÈÅÌÄ ÓÅÃÕÒÉÔÙ ÐÏÓÉÔÉÏÎÓ ÁÔ ÇÌÏÂÁÌ )30Ó ÁÎÄ &ÏÒÔÕÎÅ ίΪΪ ÃÏÍÐÁÎÉÅÓȢ

- I was a senior member of Foundstone'sworld-renowned attack and 
penetration team as well as a senior instructor and co-author of 
Foundstone's"Ultimate Hacking: Hands-On" course series.

- I am a contributing author of the internationally bestselling 
book, Hacking Exposed: Network Security Secrets & Solutions.

- )ȭÍ ÃÕÒÒÅÎÔÌÙ ÏÎÅ ÏÆ ÔÈÅ 3!.3 )ÎÓÔÉÔÕÔÅȭÓ ÔÏÐ ÒÁÔÅÄ #ÅÒÔÉÆÉÅÄ )ÎÓÔÒÕÃÔÏÒÓ 
and a lead penetration tester at Layered Security.

- )ȭÖÅ ÔÁÕÇÈÔ ÔÈÅ ÁÒÔ ÏÆ ÅÔÈÉÃÁÌ ÈÁÃËÉÎÇ ÁÎÄ ÃÏÕÎÔÅÒÍÅÁÓÕÒÅÓ ÔÏ 
thousands of IT professionals from a who's who of top companies, 
financial institutions, and government agencies around the globe.

- )ȭÍ ÁÎ ÁÃÔÉÖÅ ÍÅÍÂÅÒ ÏÆ ÓÅÖÅÒÁÌ ÓÅÃÕÒÉÔÙ-related professional 
organizations, I speak at a variety of conferences, and hold a number of 
certifications: CISSP, GCIH, GSEC, CEH, CHFI, Security+, and CCNA.
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·) ÃÏÍÅ ÆÒÏÍ Á ÕÎÉÑÕÅ ɉÁÌÂÅÉÔ Ô×ÉÓÔÅÄɊ ÐÅÒÓÐÅÃÔÉÖÅȣ

·My entire career has been focused on offense.

·) ÁÍ ÁÎ Ȱ%ÔÈÉÃÁÌ (ÁÃËÅÒȱ ɉÉȢÅȢ ) ÈÁÖÅ ÐÅÒÍÉÓÓÉÏÎɊȢ

·My job is to hack into some of the most sensitive and 
secure networks in the world.

·I use conventional and non-conventional means to 
accomplish this goal.

·This requires perpetual research and experimentation.

·)ȭÍ ÈÅÒÅ ÔÏ ÓÈÁÒÅ ÓÏÍÅ ÏÆ ×ÈÁÔ )ȭÖÅ ÌÅÁÒÎÅÄȢ

·4ÈÅ ÍÏÒÅ ) ÌÅÁÒÎ ÔÈÅ ÍÏÒÅ ) ÒÅÁÌÉÚÅ ) ÄÏÎȭÔ ËÎÏ×ȢȢȢ
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·Common Security Myths
·Hackers loveour myths.

·7ÅȭÒÅ ÇÏÉÎÇ ÔÏ ÄÉÓÐÅÌ ÔÈÅÍȣ

·The Wiles of The Internet

·Hackers have amazing capabilities.

·7Å ÁÒÅ ÇÏÉÎÇ ÔÏ ÅØÐÌÏÒÅ ÔÈÅÍȣ

·Defense

·Offense is almost always easier than defense.

·7ÅȭÒÅ ÇÏÉÎÇ ÔÏ ÍÁËÅ ÔÈÅÍ ×ÏÒË ÆÏÒ ÉÔȣ
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·The Art of War
·Written by Sun Tzu in 6 th century B.C.

·Considered the definitive work on military strategies 
and tactics of its time - still a fundamental text today.

·A major theme:

·Know thy enemy

·Know thy self

·This is a war ɀwith zeros and ones instead of bullets.

·We cannot expect to effectively defend against an 
ÅÎÅÍÙ ×Å ÄÏ ÎÏÔ ÕÎÄÅÒÓÔÁÎÄȣ
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·Hackers loveour ignorance, arrogance and apathy.
·Whether conscious or subconscious ɀÄÏÅÓÎȭÔ ÒÅÁÌÌÙ ÍÁÔÔÅÒ
·4ÈÅÙ ÈÁÖÅ ÎÏ ÍÅÒÃÙ ×ÈÁÔÓÏÅÖÅÒȣ

·The more you learn about technology, the more amazed 
you become that it works at all.
·Exponential growth & infinitely complex

·4ÈÅ ÍÏÒÅ ÙÏÕ ÌÅÁÒÎ ÁÂÏÕÔȟ ȰÉÎÆÏÒÍÁÔÉÏÎ ÓÅÃÕÒÉÔÙȱ ÔÈÅ ÍÏÒÅ 
you realize that the term is really an oxymoron.
·Virtually impossible to defend against all threats.
·Unplug? Not gonnaÈÁÐÐÅÎȣ

·4ÈÅÒÅ ÉÓ ÎÏ ȰÓÉÌÖÅÒ ÂÕÌÌÅÔȱ ɀdespite what vendors say!

·-ÙÔÈÓ ÁÂÏÕÎÄȣÌÅÔȭÓ ÅØÐÌÏÒÅ Á ÆÅ× ÆÁÖÏÒÉÔÅÓȢ
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·MYTH
·Ȱ) ÄÏÎȭÔ ÈÁÖÅ ÁÎÙÔÈÉÎÇ ÁÎÙÏÎÅ ×ÏÕÌÄ ×ÁÎÔȢȱ

·FACT
·You have an IP address, MAC address, hard drive, CPU, 
ÍÅÍÏÒÙ ÁÎÄ Á ÎÉÃÅ ÐÉÐÅ ÔÏ ÔÈÅ )ÎÔÅÒÎÅÔ ÔÈÁÔ ÉÓÎȭÔ ÔÈÅÉÒÓȢ

·Stealth, anonymity and misdirection are veryvaluable to 
attackers who do not want to get caught.
·Fraud-related activities, purveying illegal pornography, extortion, 

spam, Distributed Denial of Service (DDoS), etc.

·They would love to add your machine to their botnet!
·Guess who the Feds (or rival criminals) come looking for?
·Ȱ)Ô ×ÁÓÎȭÔ ÍÅȦȱ ɀ)ÓÎȭÔ ÔÈÁÔ ×ÈÁÔ ÔÈÅÙ ÁÌÌ ÓÁÙȩ

·$ÏÎȭÔ ÆÏÒÇÅÔ ÁÂÏÕÔ ÙÏÕÒ ÉÄÅÎÔÉÔÙ ÁÎÄ ÙÏÕÒ ÍÏÎÅÙ ÔÏÏȣ
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·MYTH
·Ȱ) ÕÓÅ Á -ÁÃȢ 4ÈÅÙȭÒÅ wayÍÏÒÅ ÓÅÃÕÒÅ ÔÈÁÎ 7ÉÎÄÏ×ÓȢȱ

·FACT
·Macs are more obscure, not more secure - very important!

·$ÏÎȭÔ ÂÅ ÎÁāÖÅȢ (ÁÃËÅÒÓ ÇÏ ÆÏÒ ÍÁÓÓ ÅÆÆÅÃÔ ɀhistorically Windows.
·This is changing and hackers are all over it. There is blood in the water.

· Remember hackers love ignorance, arrogance and apathy.
· Exploit writers actually prefer Macs and their users.

·They are turning their attentions towards Macs with a vengeance.
·Macs are in some ways easier to hack. Hackers hate Vista/7/2008 right 

now and as always, are choosing the path of least resistance.
· Macs have no AV, Apple provides updates insecurely, less attention, lack of 

GPOs as a rule, no ASLR or stack canaries, misinformed users, and Macs 
ÈÁÖÅÎȭÔ ÂÅÅÎ ÓÕÂÊÅÃÔÅÄ ÔÏ ÔÈÅ ÆÕÌÌ-force of the hacking underworld...yet.

·Apple perpetuates the myth instead of warning their customers.
· Users tend to believe the myth in mass and may even be arrogant about it.
·Ȱ0ÒÉÄÅ goethÂÅÆÏÒÅ ÔÈÅ ÆÁÌÌȱȟ ÁÓ ÔÈÅÙ ÓÁÙȣ
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·MYTH
·Ȱ)ȭÍ ÇÏÏÄ ÁÂÏÕÔ ÐÁÔÃÈÉÎÇ ÓÏ ) ÓÈÏÕÌÄ ÂÅ ÁÌÒÉÇÈÔȢȱ

·FACT
· If only it were that easy. Far from it, however.
·Many attacks take advantage of features of OSs, browsers, 

network protocols, network devices, common or default 
configurations, etc. and have nothing to do with patching.

·The very nature of patching is reactionary.
·The vulnerability already exists and many times an exploit is 

available in the wild before a patch is released.
·Patch Tuesday -О Ȱ%ØÐÌÏÉÔ 7ÅÄÎÅÓÄÁÙȱ
·Zero-ÄÁÙȭÓ ÉÎ-the-wild

·What about client apps and third-party software??
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·MYTH
·Ȱ) ÄÏÎȭÔ ÕÓÅ )ÎÔÅÒÎÅÔ %ØÐÌÏÒÅÒȢ ) ÕÓÅ ···········Ȣȱ

·FACT
·Remember obscurity is not the same as security.
·No browser is secure ɀonly varying degrees of insecurity

·(ÁÃËÅÒȭÓ ÒÏÕÔÉÎÅÌÙ ÒÅÌÅÁÓÅ ÅØÐÌÏÉÔÓ ÆÏÒ ÁÌÌ ÏÆ ÔÈÅÍȢ
·Month -of-browser bugs proved the point convincingly
·http://browserfun.blogspot.com/

·Recent study:
·Firefox flaws account for 44% of all browser bugs. Apple's Safari 

takes second, with 35%, IE in third with 15%.

·Much of the security, or lack there of, still rests on the 
individual user awareness, actions and discretion as well as 
the level of attention the hacking world directs at it.
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·MYTH
·Ȱ) ÈÁÖÅ 0ÒÏÄÕÃÔ 89: ÏÎ ÍÙ ÃÏÍÐÕÔÅÒ ÔÏ ÐÒÏÔÅÃÔ ÍÅȢȱ

·FACT
·There is no product that will protect against all the threats. It 
ÓÉÍÐÌÙ ÄÏÅÓÎȭÔ ÅØÉÓÔȢ ) ×ÉÓÈ ÉÔ ÄÉÄȣ
·AV can be bypassed with polymorphic code generators.
·Encoders, encryption, code-obfuscators, etc.

·Firewalls/proxies can be bypassed in numerous ways
·Ȱ4ÈÅ ÔÒÕÔÈ ÁÂÏÕÔ ÐÅÒÓÏÎÁÌ ÆÉÒÅ×ÁÌÌÓȱ
· http://www.rootkit.com/newsread.php?newsid=849

·SSL encapsulation
·Covert channels
·Riding over trusted connections
· Invisible IE windows via OLE

·Steganography
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·MYTH
·Ȱ.Ï ÏÎÅ ÃÁÎ ÇÕÅÓÓ ÍÙ ÐÁÓÓ×ÏÒÄȢȱ

·FACT
·Your password may not be as strong as you think.

·LanMan hashes up to 14 characters, alpha-numeric and any of 32 
special characters can be cracked within seconds or minutes with 
Rainbow Tables.

·4ÈÅÙ ÄÏÎȭÔ ÁÃÔÕÁÌÌÙ ÈÁÖÅ ÔÏ ÇÕÅÓÓ ÉÔȢ
·Key loggers & network interception
·Replaying/passing credentials
·Pass-the-hash toolkit or Meterpreter module from Metasploit

·Memory-based attacks
·Authentication bypass
· Insecure storage on hard disk (boot-around attacks)
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·MYTH
·Ȱ!ÌÌ ÍÙ ÓÔÕÆÆ ÉÓ ÅÎÃÒÙÐÔÅÄȢȱ

·FACT
·!ÒÅ ÙÏÕ ÁÂÓÏÌÕÔÅÌÙ ÃÅÒÔÁÉÎȩ %ÖÅÎ ÓÏȣ
·Many encrypted protocols fall to various attacks
·SSL, RDP, SSHv1 for example can fall to man-in-the-middle
·Several protocols are susceptible to downgrade attacks
·Windows authentication: NTLMv2 -> NTLMv1 -> LM
·SSHv2 -> SSHv1

·Attackers often attack where least expected
·Before encryption or after decryption has been applied.
·Encryption keys not stored securely (e.g. disk, RAM)
·Key loggers (physical, SW, acoustic, wireless, Mac keyboard!)

14



·MYTH
·Ȱ7ÈÙ ÃÁÎȭÔ they get it together and fix ÔÈÉÓ ÓÔÕÆÆȦȩȱ

·FACT
·We (a.k.a. you and I) are still the weakest link.

·Social engineering worksɀÔÈÁÔȭÓ ×ÈÙ ÔÈÅÙ ÄÏ ÉÔȢ
·Phishing, spear-phishing & whaling works.
·People go to questionable websites
·We download all sorts of things
·Free DVD burning software ɀȰ3×ÅÅÔȦȱ
·Special CODEC to view that video ɀȰ(ÍÍȟ ÉÔ looksÌÅÇÉÔȢȱ
·Cool widgets ɀȰ4ÈÉÓ ×ÉÌÌ ÍÁËÅ ÍÙ ÌÉÆÅ soooÍÕÃÈ ÂÅÔÔÅÒȢȱ

·We click on links in e-mails and open attachments
·We download, run, grant privileges, and permit things through our 

firewalls with only cursory investigation into their origins.
·ȣÁÎÄ ÂÅÓÔ ÏÆ ÁÌÌȟ ×Å ÄÏ ÉÔ ÁÌÌ ×ÈÉÌÅ ÌÏÇÇÅÄ ÉÎ ÁÓ ÓÕÐÅÒ-users!
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·Ignorance , arrogance and apathy undermine security
·We need to realize that defense takes real work, not a patch.

·Everyone is a target
· If nothing else they want your machine and bandwidth.

·4ÈÅÙ ÁÒÅ ÌÉËÅÌÙ ÁÆÔÅÒ ÍÕÃÈ ÍÏÒÅ ÔÈÁÎ ÔÈÁÔȣ

·4ÈÅÒÅ ÉÓ ÎÏ ȰÓÉÌÖÅÒ ÂÕÌÌÅÔȱ

·No OS, browser, firewall, password or product can do it.

·We are all to often the weak link
·We have to take responsibility too J

·The hackers are usually at least one step ahead
·We need to put up a good fight and make them work for it.
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